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Agency overview 

At Transport, we’re passionate about making NSW a better place to live, work and visit. Our vision is to give 

everyone the freedom to choose how and when they get around, no matter where they live. Right now, we’re 

delivering the largest infrastructure program that Australia has ever seen – to keep people and goods moving, 

connect communities and shape the future of our cities, centres and regions. At Transport, we’re also committed 

to creating a diverse, inclusive and flexible workforce, which reflects the community and the customers we serve.  

Our organisation – Transport for NSW – is comprised of numerous integrated divisions that focus on achieving 

community outcomes for the greater good and on putting our customers at the centre and our people at the heart 

of everything we do.  

Primary purpose of the role 

The role is responsible for leading and coordinating the Transport Cluster cyber security capability. This role 
provides strategic advice to the Cluster agencies to support greater resilience to cyber security threats. It includes 
driving policies and minimum standards for cyber security, developing and managing a panel of Information 
Security Services and driving across the Cluster a culture of risk management and awareness. The role also 
includes responsibility for managing and tracking IT Risk, Audit, and Compliance functions.  

The role will be responsible for communicating and coordinating efforts to protect the Transport Cluster in 

conjunction with the Chief Information Officers (CIOs) within each agency within the cluster and with the NSW 

Cyber Security Response Centre as well as with the relevant federal and state government centres.  

Key accountabilities 

• Lead the development of strategies to increase the Transport Cluster’s resilience to cyber security threats 
and ensure the development of improved cyber security capability across the cluster.  

• Provide high level strategic advice to the Minister, Secretary and cluster agency CIO’s and develop and 
communicate security policies, controls and cyber incident response planning to, and in support of cluster 
needs and ensure compliance with the changing laws and applicable regulations.  

https://www.transport.nsw.gov.au/
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• Coordinate efforts to increase the cluster’s ability to respond to and recover from threats and attacks, 
including investigations and recommendations after breaches or incidents.  

• Build partnerships with other government agencies, both state and national, industry and research sectors 
to share best practice and identify opportunities to collaborate.  

• Effectively manage performance and resources in a manner that meets requirements and optimises 
outcomes (includes contributing to broader agency reforms, managing budget, staff/contract performance, 
staff development, asset management, internal and external reporting).  

• Maintain a current understanding the IT threat landscape as impacts both government and private sectors 
and communicate best practices and risks to all parts of business.  

• Manage and track IT Risks across the Transport cluster, and a strong compliance function to ensure policies 
are followed and attestations are provided and manage and track audit issues and build a strong relationship 
with the Audit function in Transport.  

• Act as a thought leader, remaining abreast of current and emerging planning issues and trends, including 
domestic and international best practice, innovative approaches and opportunities to support the 
achievements of the business objectives. Apply Transport aspirational culture, five ways of leading and 
values united in the delivery of integrated planning frameworks and associated plans aligned with TfNSW 
business strategy and Government goals.  

 

Key challenges 

 
• Keeping abreast of relevant industry issues and developments in order to provide timely advice whilst 

ensuring the provision and application of quality, highly-specialised knowledge and advice within a diverse, 
dynamic environment.  

• Working with the Executive and senior staff within TfNSW and the cluster to advise on the information and 
cyber security threat landscape, and ensure that the appropriate risk management methodologies are 
implemented, maintained and monitored.  

• Operating with significant autonomy and accountable for the quality, integrity and validity of the capabilities 
provided and for the efficient and effective management of the business unit.  

 

Key relationships 

Who Why 

Internal  

Relevant Reporting Line Manager • Key relationship manager, report to, receive advice and guidance, 

clarify instructions and report on progress against work plans as 

required 

• Provide support to achieve operational priorities, exchange information 

and contribute to decision making 

• Escalate discuss issues and propose solutions 

Senior Executive and Counterparts • Provide strategic and tactical advice to respond and deliver against 

emerging business priorities and wider agency initiatives 

Division/ Branch Leadership Team • Collaborate and build effective relationships to ensure the optimisation 

of project milestones 

• Respond to requests for information or assistance and escalate 

sensitive issues 
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Who Why 

Work Team/ Direct and Indirect 

Report(s) 

• Provide guidance and professional support, exchange information, 

determine work priorities and oversee progress to facilitate their 

ongoing professional development 

• Collaborate to continually improve knowledge, build capability, and 

improve consistency and service quality 

• Provide an escalation point for issues or complex decision-making. 

Division/ Branch/ Wider Team  • Work within a matrix management structure where support services are 

embedded within program office delivery teams 

External 
 

External Stakeholders/ Customers • Engage with relevant stakeholders/ customers to open channels of 

communication, provide expert advice, gather and exchange relevant 

information 

• Resolve and provide solutions to issues  

• Seek/ maintain specialist knowledge/ advice and collaborate on the 

implementation of organisation strategies, to keep abreast of best 

practice in Business Management.  

Other Federal, State and Local 

Government Agencies  

• Build effective relationships and share information 

• Establish professional networks and relationships with other 

Government agencies 

• Key interdependencies across the public sector that will enable and 

support project success 

• Collaborate on common responses to project issues 

Ministerial  

Ministers Offices  • Develop and maintain effective relationships and open channels of 

communication 

• Participate in forums, groups to share information, exchange 

information and respond to requests for information 

 

Role dimensions 

Decision making 

The role operates with significant autonomy in the management and delivery of the unit.  The role allocates work 
to the team and is an escalation point for complex or contentious matters. It drives efficiencies and effectiveness 
in delivery operational requirements for TfNSW; is fully accountable for the quality and integrity of the advice 
provided.  
 

Reporting line 

The role accounts and reports the relevant reporting line manager  

Direct reports 

The role will have a variable number of direct and indirect reports depending on business/ project requirements 

Budget/Expenditure 

As per the approved TfNSW Financial Delegations. 
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Key knowledge and experience 

• Stakeholder management expertise and experience to navigate through government processes 

combined with strong leadership skills with the ability to drive performance in complex, politically and 

commercially sensitive environment  

• Demonstrated experience working at a senior or executive level in a complex organisation delivering 

specialist and authoritative advice to executive leadership.   

Essential requirements 

• Appropriate tertiary qualifications or demonstrated, relevant, equivalent professional experience  

Capabilities for the role 

The NSW public sector capability framework describes the capabilities (knowledge, skills and abilities) needed to 

perform a role. There are four main groups of capabilities: personal attributes, relationships, results and business 

enablers, with a fifth people management group of capabilities for roles with managerial responsibilities. These 

groups, combined with capabilities drawn from occupation-specific capability sets where relevant, work together 

to provide an understanding of the capabilities needed for the role. 

The capabilities are separated into focus capabilities and complementary capabilities.  

Focus capabilities 

Focus capabilities are the capabilities considered the most important for effective performance of the role. These 

capabilities will be assessed at recruitment.  

The focus capabilities for this role are shown below with a brief explanation of what each capability covers and 

the indicators describing the types of behaviours expected at each level. 

 

FOCUS CAPABILITIES 

Capability 

group/sets 
Capability name  Behavioural indicators Level  

 

Act with Integrity • Model the highest standards of ethical behaviour and 
reinforce them in others  

• Represent the organisation in an honest, ethical and 
professional way and set an example for others to 
follow  

• Ensure that others have a working understanding of 
the legislation and policy framework within which 
they operate 

 

Advanced 

 

Work Collaboratively  

 

• Establish a culture and supporting systems that 
facilitate information sharing, communication and 
learning across the sector  

• Publicly celebrate the successful outcomes of 
collaboration  

• Seek out and facilitate opportunities to engage and 
collaborate with stakeholders to develop 
organisational, whole-of-government and cross-
jurisdictional solutions  

• Identify and overcome barriers to collaboration with 
internal and external stakeholders  

Highly Advanced 

https://www.psc.nsw.gov.au/workforce-management/capability-framework/the-capability-framework
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Influence and Negotiate  

 

• Influence others with a fair and considered approach 
and present persuasive counter-arguments  

• Work towards mutually beneficial win/win outcomes  

• Show sensitivity and understanding in resolving 
acute and complex conflicts  

• Identify key stakeholders and gain their support in 
advance  

• Establish a clear negotiation position based on 
research, a firm grasp of key issues, likely 
arguments, points of difference and areas for 
compromise  

• Pre-empt and minimise conflict within the 
organisation and with external stakeholders  

Highly Advanced 

 

Deliver Results  

 

• Create a culture of achievement, fostering on-time 
and on-budget quality outcomes in the organisation  

• Identify, recognise and celebrate success  

• Establish systems to ensure all staff are able to 
identify direct connection between their effort and 
organisational outcomes  

• Identify and remove potential barriers or hurdles to 
ongoing and long term achievement of outcomes  

• Initiate and communicate high level priorities for the 
organisation to achieve government outcomes  

• Use own professional knowledge and expertise of 
others to drive organisational and government 
objectives forward  

Highly Advanced 

Think and Solve Problems  
 

• Establish and promote a culture which encourages 
initiative and emphasises the value of continuous 
improvement  

• Engage in high-level critical analysis of a wide range 
of complex information and formulate effective 
responses to critical policy issues  

• Identify and evaluate organisation-wide implications 
when considering proposed solutions to issues  

• Apply lateral thinking and develop innovative 
solutions that have long standing, organisation-wide 
impact  

• Ensure effective governance systems are in place to 
guarantee quality analysis, research and reform  

Highly Advanced 

 

Technology  

 

• Encourage research and expert advice on the 
application of emerging technologies to achieve 
organisational outcomes  

• Ensure that effective governance frameworks are in 
place to enable efficient and effective application of 
information and communication technology within the 
organisation  

Highly Advanced 

 

Optimise Business Outcomes  

 

• Develop workforce plans that effectively distribute 
organisational resources to achieve business goals  

• Plan for strategic use of human resources that links 
to wider organisational aims and goals 

• Encourage others to strive for ongoing performance 
improvement  

• Align systems and processes to encourage improved 
performance and outcomes 

Advanced  
 

Occupation specific capability set 
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Category and 

Sub-Category 

 

Skill Set, Code and 

Level 
Overall description Level description 

Strategy and 
Architecture - 
Information 
Strategy  

 

Information 
Management 

IRMG  
Level 6 

The overall governance of how all types 
of information, structured and 
unstructured, whether produced 
internally or externally, are used to 
support decision-making, business 
processes and digital services. 
Encompasses development and 
promotion of the strategy and policies 
covering the design of information 
structures and taxonomies, the setting of 
policies for the sourcing and 
maintenance of the data content, and 
the development of policies, procedures, 
working practices and training to 
promote compliance with legislation 
regulating all aspects of holding, use 
and disclosure of data. 

Develops organisational policies, 
standards, and guidelines for 
information and records management 
ensuring that uniformly recognised 
and accepted data definitions are 
developed and applied throughout 
the organisation. Ensures that the 
business processes and information 
required to support the organisation 
are defined, and devises appropriate 
processes and data architectures. 
Identifies the impact of any relevant 
statutory, internal or external 
regulations on the organisation's use 
of information and develops 
strategies for compliance. Leads and 
plans activities to communicate and 
implement information management 
strategies. Coordinates information 
resources to meet specific business 
objectives whilst maintaining the 
principles of professional standards, 
accountability, openness, equality, 
diversity and clarity of purpose. 
Implements systems and controls to 
measure performance and manage 
risk. 

Strategy and 
Architecture - 
Advice and 
Guidance  
 

Consultancy 
CNSL  
Level 6  
 
 

The provision of advice and 
recommendations, based on expertise 
and experience, to address client needs. 
May deal with one specialist subject 
area, or can be wide ranging and 
address strategic business issues. May 
also include support for the 
implementation of any agreed solutions. 

Manages provision of consultancy 
services, and/or management of a 
team of consultants. In own areas of 
expertise, provides advice and 
guidance to consultants and/or the 
client through involvement in the 
delivery of consultancy services. 
Engages with clients and maintains 
client relationships. Establishes 
agreements/contracts and manages 
completion and disengagement. 

Strategy and 
Architecture - 
Business 
Strategy and 
Planning  
 

Business Risk 
Management  
BURM  
Level 6 

The planning and implementation of 
organisation-wide processes and 
procedures for the management of risk 
to the success or integrity of the 
business, especially those arising from 
the use of information technology, 
reduction or non-availability of energy 
supply or inappropriate disposal of 
materials, hardware or data. 

Plans and manages the 
implementation of organisation-wide 
processes and procedures, tools and 
techniques for the identification, 
assessment, and management of risk 
inherent in the operation of business 
processes and of potential risks 
arising from planned change. 

Strategy and 
Architecture - 

Information Security 
SCTY 
Level 6 

The selection, design, justification, 
implementation and operation of controls 
and management strategies to maintain 

Develops and communicates 
corporate information security policy, 
standards and guidelines. 



Role Description  Chief Information Security Officer 7 

 
 

 

Complementary capabilities 

Complementary capabilities are also identified from the Capability Framework and relevant occupation-specific 

capability sets. They are important to identifying performance required for the role and development 

opportunities.  

Note: capabilities listed as ‘not essential’ for this role are not relevant for recruitment purposes however may be 

relevant for future career development. 

Information 
Strategy  
 

 the security, confidentiality, integrity, 
availability, accountability and relevant 
compliance of information systems with 
legislation, regulation and relevant 
standards. 

Contributes to the development of 
organisational strategies that address 
information control requirements. 
Identifies and monitors environmental 
and market trends and pro-actively 
assesses impact on business 
strategies, benefits and risks. Leads 
the provision of authoritative advice 
and guidance on the requirements for 
security controls in collaboration with 
experts in other functions such as 
legal, technical support. Ensures 
architectural principles are applied 
during design to reduce risk and 
drives adoption and adherence to 
policy, standards and guidelines. 

Business 
Change - 
Relationship 
Management  
 

Stakeholder 
Relationship 
Management  
RLMT  
Level 6 

 

The systematic identification, analysis, 
management, monitoring and 
improvement of stakeholder 
relationships in order to target and 
improve mutually beneficial outcomes. 
Gains commitment to action through 
consultation and consideration of 
impacts. Design the relationship 
management approach to be taken; 
including roles and responsibilities, 
governance, policies, processes, and 
tools, and support mechanisms. 
Creatively combines formal and informal 
communication channels in order to 
achieve the desired result. 

Leads the development of 
comprehensive stakeholder 
management strategies and plans. 
Builds long-term, strategic 
relationships with senior stakeholders 
(internal and external). Facilitates the 
engagement of stakeholders and 
delivery of services and change 
projects, acting as a single point of 
contact for senior stakeholders, 
facilitating relationships between 
them. Negotiates to ensure that 
stakeholders understand and agree 
what will meet their needs, and that 
appropriate agreements are defined. 
Oversees monitoring of relationships 
including lessons learned and 
appropriate feedback. Leads actions 
to improve relations and open 
communications with and between 
stakeholders. 

COMPLEMENTARY CAPABILITIES 

Capability 

group/sets 
Capability name  Description Level  

 

Display Resilience and Courage Be open and honest, prepared to express your 
views, and willing to accept and commit to change 

Advanced 

Manage Self Show drive and motivation, an ability to self-reflect 
and a commitment to learning 

Advanced 

Value Diversity and Inclusion Demonstrate inclusive behaviour and show respect 
for diverse backgrounds, experiences and 
perspectives 

Advanced 
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Work Collaboratively Collaborate with others and value their contribution Highly Advanced 

Influence and Negotiate Gain consensus and commitment from others, and 
resolve issues and conflicts 

Highly Advanced 

 

Deliver Results Achieve results through the efficient use of resources 
and a commitment to quality outcomes 

Highly Advanced 

Demonstrate Accountability Be proactive and responsible for own actions, and 
adhere to legislation, policy and guidelines 

Advanced 

 

Technology Understand and use available technologies to 
maximise efficiencies and effectiveness 

Adept 

Procurement and Contract 
Management 

Understand and apply procurement processes to 
ensure effective purchasing and contract 
performance 

Advanced 

Project Management Understand and apply effective planning, 
coordination and control methods 

Highly Advanced 

 

Manage and Develop People Engage and motivate staff, and develop capability 
and potential in others 

Advanced 

Inspire Direction and Purpose Communicate goals, priorities and vision, and 
recognise achievements 

Advanced 

Manage Reform and Change Support, promote and champion change, and assist 
others to engage with change 

Highly Advanced 

Occupation specific capability set 

 

Category and 

Sub-Category, 

Code and Level 

Overall description Level description 

Strategy and 
Architecture  
Business 
Strategy and 
Planning  

 

Enterprise and 
Business Architecture 
STPL Level 7 

The creation, iteration, and maintenance 
of structures such as enterprise and 
business architectures embodying the 
key principles, methods and models that 
describe the organisation's future state, 
and that enable its evolution. This 
typically involves the interpretation of 
business goals and drivers; the 
translation of business strategy and 
objectives into an “operating model”; the 
strategic assessment of current 
capabilities; the identification of required 
changes in capabilities; and the 
description of inter-relationships 
between people, organisation, service, 
process, data, information, technology 
and the external environment. The 
architecture development process 
supports the formation of the 
constraints, standards and guiding 
principles necessary to define, assure 
and govern the required evolution; this 
facilitates change in the organisation's 
structure, business processes, systems 
and infrastructure in order to achieve 

Directs the creation and review of an 
enterprise capability strategy to 
support the strategic requirements of 
the business. Identifies the business 
benefits of alternative strategies. 
 
Directs development of enterprise-
wide architecture and processes 
which ensure that the strategic 
application of change is embedded in 
the management of the organisation. 
Ensures compliance between 
business strategies, enterprise 
transformation activities and 
technology directions, setting 
strategies, policies, standards and 
practices. 
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predictable transition to the intended 
state. 

Strategy and 
Architecture  
Business 
Strategy and 
Planning  

 

IT Management ITMG 
Level 7 

The management of the IT infrastructure 
and resources required to plan for, 
develop, deliver and support IT services 
and products to meet the needs of a 
business. The preparation for new or 
changed services, management of the 
change process and the maintenance of 
regulatory, legal and professional 
standards. The management of 
performance of systems and services in 
terms of their contribution to business 
performance and their financial costs 
and sustainability. The management of 
bought-in services. The development of 
continual service improvement plans to 
ensure the IT infrastructure adequately 
supports business needs. 

Sets strategy for management of 
technology resources, including 
corporate telecommunications 
functions, and promotes the 
opportunities that technology 
presents to the employing 
organisation, including the feasibility 
of change and its likely impact upon 
the business. Authorises allocation of 
resources for the planning, 
development and delivery of all 
information systems services and 
products. Responsible for IT 
governance. Authorises 
organisational policies governing the 
conduct of management of change 
initiatives and standards of 
professional conduct. Maintains an 
overview of the contribution of 
programmes to organisational 
success. Inspires creativity and 
flexibility in the management and 
application of IT. Sets strategy for 
monitoring and managing the 
performance of IT-related systems 
and services, in respect of their 
contribution to business performance 
and benefits to the business. 

Relationships 
and 
Engagement 
Stakeholder 
Management 

Supplier Management 
SUPP  
Level 7 

The alignment of an organisation’s 
supplier performance objectives and 
activities with sourcing strategies and 
plans, balancing costs, efficiencies and 
service quality. The establishment of 
working relationships based on 
collaboration, trust, and open 
communication in order to encourage 
co-innovation and service improvement 
with suppliers. The proactive 
engagement of suppliers for mutual 
benefit to resolve operational incidents, 
problems, poor performance and other 
sources of conflict. The use of clear 
escalation paths for discussing and 
resolving issues. The management of 
performance and risks across multiple 
suppliers (internal and external) using a 
set of agreed metrics. 

Determines overall supplier 
management strategy, embracing 
effective management and 
operational relationships at all levels. 
Leads collaborative supplier 
partnerships that reduce costs and 
risks, and create opportunities for 
innovation and value creation. Aligns 
supplier performance objectives and 
relationship management activities 
with business and commercial 
objectives and sourcing strategies. 
Establishes a framework to monitor 
the service provided and deliver 
commercial value over the lifetime of 
the contract. Puts in place, and has 
overall responsibility for, 
conformance to legislation; supply 
chain management; commercial 
governance; risk management 
policies for selection of suppliers and 
bench-marking their performance. 
Represents the organisation in 
commercially significant disputes 
involving suppliers. 


